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CHAPTER 22 
 

MANDATED POLICIES 
 

ARTICLE I – IDENTITY THEFT PREVENTION PROGRAM 
 
 
 22-1-1 PURPOSE.  The purpose of this Identity Theft Prevention Program 
(Program) is to protect customers of the Municipality’s utility services from identity 
theft.  The Program is intended to establish reasonable policies and procedures to 
facilitate the detection, prevention and mitigation of identity theft in connection with the 
opening of new Covered Accounts and activity on existing Covered Accounts. 
 
 

22-1-2 SCOPE.  This Program applies to the creation, modification and access to 
Identifying Information of a customer of one or more of the utilities operated by the 
Municipality (electric, natural gas, water and waste water) by any and all personnel of 
the Municipality, including management personnel.  This Program does not replace or 
repeal any previously existing policies or programs addressing some or all of the 
activities that are the subject of this Program, but rather it is intended to supplement 
any such existing policies and programs. 
 
 
 22-1-3 DEFINITIONS.  When used in this Program, the following terms have 
the meanings set forth opposite their name, unless the context clearly requires that the 
term be given a different meaning: 
 “Covered Account”:  The term “covered account” means an account that the 
Municipality offers or maintains, primarily for personal, family or household purposes, 
that involves or is designed to permit multiple payments of transactions (16 CFR 
681.2(b)(3)(i)).  A utility account is a “covered account”.  The term “covered account” 
also includes other accounts offered or maintained by the Municipality for which there is 
a reasonably foreseeable risk to customers, the Municipality or its customers from 
identity theft (16 CFR 681.2(b)(3)(ii)). 
 “Identity Information”:  The term “identifying information” means any name 
or number that may be used, alone or in conjunction with any other information, to 
identify a specific person, including any name, social security number, date of birth, 
official State or government issued driver’s license or identification number, alien 
registration number, government passport number, employer or taxpayer identification 
number.  Additional examples of “identifying information” are set forth in 16 CFR § 
603.2(a). 
 “Identity Theft”:  The term “identity theft” means a fraud committed or 
attempted using the identifying information of another person without authority (16 CFR 
§681.2(b)(8) and 16 CFR §603.2(a)). 
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 “Red Flag”:  The term “Red Flag” means a pattern, practice or specific activity 
that indicates the possible existence of identity theft. 
 Certain terms used but not otherwise defined herein shall have the meanings 
given to them in the FTC’s Identity Theft Rules (16 CFR Part 681) or the Fair Credit 
Reporting Act of 1970 (15 U.S.C. §1681 et seq.), as amended by the Fair and Accurate 
Credit Transactions Act of 2003 into law on December 4, 2003 (Public Law 108-159). 
 
 
 22-1-4 ADMINISTRATION OF THE PROGRAM.  The initial adoption and 
approval of the Identity Theft Prevention Program shall be by Ordinance of the City 
Council.  Thereafter, changes to the Program of a day-to-day operational character and 
decisions relating to the interpretation and implementation of the Program may be 
made by the Program Administrator.  Major changes or shifts of policy positions under 
the Program shall only be made by the City Council. 
 Development, implementation, administration and oversight of the Program will 
be the responsibility of the Program Administrator.  The Program Administrator may, 
but shall not be required to, appoint a committee to administer the Program.  The 
Program Administrator shall be the head of any such committee.  The Program 
Administrator will report at least annually to the City Council regarding compliance with 
this Program. 
 Issues to be addressed in the annual Identity Theft Prevention Report include: 
 (A)  The effectiveness of the policies and procedures in addressing the 
risk of Identity Theft in connection with the opening of new Covered Accounts and 
activity with respect to existing Covered Accounts. 
 (B)  Service provider arrangements. 
 (C)  Significant incidents involving Identity Theft and management’s 
response. 
 (D)  Recommendations for material changes to the Program, if needed 
for improvement. 
 
 
 22-1-5 IDENTITY THEFT PREVENTION ELEMENTS. 
 (A)  IDENTIFICATION OF RELEVANT RED FLAGS.  The Municipality 
has considered the guidelines and the illustrative examples of possible Red Flags from 
the FTC’s Identity Theft Rules and has reviewed the Municipality’s past history with 
instances of identity theft, if any.  The Municipality hereby determines that the following 
are the relevant Red Flags for purposes of this Program given the relative size of the 
Municipality and the limited nature and scope of the services that the Municipality 
provides to its citizens: 
 (A)  Alerts, Notifications, or Other Warnings Received From 
Consumer Reporting Agencies or Service Providers. 

(1) A fraud or active duty alert is included with a consumer 
report or an identity verification response from a credit 
reporting agency. 



MANDATED POLICIES 22-1-5 

22-3 
 [Supplement No. 29; 01-01-23] 

(2) A consumer reporting agency provides a notice of credit 
freeze in response to a request for a consumer report. 

(3) A consumer reporting agency provides a notice of address 
discrepancy, as defined in §681.1(b) of the FTC’s Identity 
Theft Rules. 

(4) A consumer report indicates a pattern of activity that is 
inconsistent with the history and usual pattern of activity of 
an applicant or customer, such as: 
(a) A recent and significant increase in the volume of 

inquiries; 
(b) An unusual number of recently established credit 

relationships; 
(c) A material change in the use of credit, especially with 

respect to recently established credit relationships; or 
(d) An account that was closed for cause or identified for 

abuse of account privileges by a financial institution or 
creditor. 

 (B)  The Presentation of Suspicious Documents. 
(1) Documents provided for identification appear to have been 

altered or forged. 
(2) The photograph or physical description on the identification 

is not consistent with the appearance of the applicant or 
customer presenting the identification. 

(3) Other information on the identification is not consistent with 
information provided by the person opening a new covered 
account or customer presenting the identification. 

(4) Other information on the identification is not consistent with 
readily accessible information that is on file with the 
Municipality, such as a signature card or a recent check. 

(5) An application appears to have been altered or forged, or 
gives the appearance of having been destroyed and 
reassembled. 

 (C)  The Presentation of Suspicious Personal Identifying 
Information, Such as a Suspicious Address Change. 

(1) Personal identifying information provided is inconsistent 
when compared against external information sources used 
by the Municipality.  For example: 
(a) The address does not match any address in the 

consumer report or CRA ID Check response; or 
(b) The Social Security Number (SSN) has not been 

issued, or is listed on the Social Security 
Administration’s Death Master File. 

(2) Personal identifying information provided by the customer is 
not consistent with other personal identifying information 
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provided by the customer.  For example, there is a lack of 
correlation between the SSN range and date of birth. 

(3) Personal identifying information provided is associated with 
known fraudulent activity as indicated by internal or third-
party sources used by the Municipality.  For example: 
(a) The address on an application is the same as the 

address provided on a fraudulent application; or 
(b) The phone number on an application is the same as 

the number provided on a fraudulent application. 
(4) Personal identifying information provided is of a type 

commonly associated with fraudulent activity as indicated by 
internal or third-party sources used by the Municipality.  For 
example: 
(a) The billing address on an application is fictitious, a 

mail drop, or a prison; or 
(b) The phone number is invalid, or is associated with a 

pager or answering service. 
(5) The SSN provided is the same as that submitted by other 

persons opening an account or other customers. 
(6) The address or telephone number provided is the same as or 

similar to the account number or telephone number 
submitted by an unusually large number of other persons 
opening accounts or other customers. 

(7) The person opening the covered account or the customer 
fails to provide all required personal identifying information 
on an application or in response to notification that the 
application is incomplete. 

(8) Personal identifying information provided is not consistent 
with personal identifying information that is on file with the 
Municipality. 

(9) If the Municipality uses challenge questions, the person 
opening the covered account or the customer cannot provide 
authenticating information beyond that which generally 
would be available from a wallet or consumer report. 

 (D)  The Unusual Use of, or Other Suspicious Activity Related to, 
the Covered Account. 

(1) Shortly following the notice of a change of address for a 
covered account, the Municipality receives a request for the 
addition of authorized users on the account. 

(2) A new utility account is used in a manner commonly 
associated with known patterns of fraud patterns.  For 
example: the customer fails to make the first payment or 
makes an initial payment but no subsequent payments. 

(3) A covered account with a stable history shows irregularities. 
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(4) A covered account that has been inactive for a reasonably 
lengthy period of time is used (taking into consideration the 
type of account, the expected pattern of usage and other 
relevant factors. 

(5) Mail sent to the customer is returned repeatedly as 
undeliverable although usage of utility products or services 
continues in connection with the customer’s covered 
account. 

(6) The Municipality is notified that the customer is not receiving 
paper account statements. 

(7) The Municipality is notified of unauthorized usage of utility 
products or services in connection with a customer’s covered 
account. 

 (E)  Notice of Possible Identity Theft. 
(1) The Municipality is notified by a customer, a victim of 

identity theft, a law enforcement authority, or any other 
person that it has opened a fraudulent account for a person 
engaged in identity theft. 

 
 
 22-1-6 DETECTION OF RED FLAGS.  The employees of the Municipality that 
interact directly with customers on a day-to-day basis shall have the initial responsibility 
for monitoring the information and documentation provided by the customer and any 
third-party service provider in connection with the opening of new accounts and the 
modification of, or access to, existing accounts and the detection of any Red Flags that 
might arise.  Management shall see to it that all employees who might be called upon to 
assist a customer with the opening of a new account or with modifying or otherwise 
accessing an existing account are properly trained such that they have a working 
familiarity with the relevant Red Flags identified in this Program so as to be able to 
recognize any Red Flags that might surface in connection with the transaction.  An 
Employee who is not sufficiently trained to recognize the Red Flags identified in this 
Program shall not open a new account for any customer, modify any existing account or 
otherwise provide any customer with access to information in an existing account 
without the direct supervision and specific approval of a management employee.  
Management employees shall be properly trained such that they can recognize the 
relevant Red Flags identified in this Program and exercise sound judgment in 
connection with the response to any unresolved Red Flags that may present themselves 
in connection with the opening of a new account or with modifying or accessing of any 
existing account.  Management employees shall be responsible for making the final 
decision on any such unresolved Red Flags. 
 The Program Administrator shall establish from time to time a written policy 
setting forth the manner in which a prospective new customer may apply for service, 
the information and documentation to be provided by the prospective customer in 
connection with an application for a new utility service account, the steps to be taken 
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by the employee assisting the customer with the application in verifying the customer’s 
identity and the manner in which the information and documentation provided by the 
customer and any third-party service provider shall be maintained.  Such policy shall be 
generally consistent with the spirit of the Customer Identification Program rules (31 CFR 
103.121) implementing Section 326(a) of the USA PATROIT Act but need not be as 
detailed.  The Program Administrator shall establish from time to time a written policy 
setting forth the manner in which customers with existing accounts shall establish their 
identity before being allowed to make modifications to or otherwise gain access to 
existing accounts. 
 
 
 22-1-7 RESPONSE TO DETECTED RED FLAGS.  If the responsible employees 
of the Municipality as set forth in the previous section are unable, after making a good 
faith effort, to form a reasonable belief that they know the true identity of a customer 
attempting to open a new account or modify or otherwise access an existing account 
based on the information and documentation provided by the customer and any third-
party service provider, the Municipality shall not open the new account or modify or 
otherwise provide access to the existing account as the case may be.  Discrimination in 
respect to the opening of new accounts or the modification or access to existing 
accounts will not be tolerated by employees of the Municipality and shall be grounds for 
immediate dismissal. 
 The Program Administrator shall establish from time to time a written policy 
setting forth the steps to be taken in the event of an unresolved Red Flag situation.  
Consideration should be given to aggravating factors that may heighten the risk of 
Identity Theft, such as a data security incident that results in unauthorized access to a 
customer’s account, or a notice that a customer has provided account information to a 
fraudulent individual or website.  Appropriate responses to prevent or mitigate identity 
theft when a Red Flag is detected include: 
 (A)  Monitoring a Covered Account for evidence of Identity Theft. 
 (B)  Contacting the customer. 
 (C)  Changing any passwords, security codes, or other security devices 
that permit access to a Covered Account. 
 (D)  Reopening a Covered Account with a new account number. 
 (E)  Not opening a new Covered Account. 
 (F)  Closing an existing Covered Account. 
 (G)  Not attempting to collect on a Covered Account or not selling a 
Covered Account to a debt collector. 
 (H)  Notifying law enforcement. 
 (I)  Determining that no response is warranted under the particular 
circumstances. 
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 22-1-8 PROGRAM MANAGEMENT AND ACCOUNTABILITY. 
 (A)  Initial Risk Assessment - Covered Accounts.  Utility accounts 
for personal, family and household purposes are specifically included within the 
definition of “covered account” in the FTC’s Identity Theft Rules.  Therefore, the 
Municipality determines that with respect to its residential utility accounts it offers 
and/or maintains covered accounts.  The Municipality also performed an initial risk 
assessment to determine whether the utility offers or maintains any other accounts for 
which there are reasonably foreseeable risks to customers or the utility from identity 
theft.  In making this determination the Municipality considered (1) the methods it uses 
to open its accounts, (2) the methods it uses to access its accounts, and (3) its previous 
experience with identity theft, and it concluded that it does not offer or maintain any 
such other covered accounts. 
 (B)  Program Updates - Risk Assessment.  The Program, including 
relevant Red Flags, is to be updated as often as necessary but at least annually to 
reflect changes in risks to customers from Identity Theft.  Factors to consider in the 
Program update include: 

(1) An assessment of the risk factors identified above. 
(2) Any identified Red Flag weaknesses in associated account 

systems or procedures. 
(3) Changes in methods of Identity Theft. 
(4) Changes in methods to detect, prevent, and mitigate Identity 

Theft. 
(5) Changes in business arrangements, including mergers, 

acquisitions, alliances, joint ventures, and service provider 
arrangements. 

 (C)  Training and Oversight.  All staff and third-party service 
providers performing any activity in connection with one or more Covered Accounts are 
to be provided appropriate training and receive effective oversight to ensure that the 
activity is conducted in accordance with policies and procedures designed to detect, 
prevent, and mitigate the risk of Identity Theft. 
 
 
 22-1-9 OTHER LEGAL REQUIREMENTS.  Awareness of the following related 
legal requirements should be maintained: 
 (A)  31 U.S.C. 5318 (g) - Reporting of Suspicious Activities 
 (B)  15 U.S.C. 1681 c-1 (h) - Identity Theft Prevention; Fraud Alerts and 
Active Duty Alerts - Limitations on Use of Information for Credit Extensions 
 (C)  15 U.S.C. 1681 s-2 - Responsibilities of Furnishers of Information to 
Consumer Reporting Agencies 
 (D)  15 U.S.C. 1681 m - Requirements on Use of Consumer Reports 
 

(Ord. No. 08-29; 10-27-08) 
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ARTICLE II – POLICY PROHIBITING SEXUAL HARASSMENT 
 
 
 22-2-1 PROHIBITION ON SEXUAL HARASSMENT.  It is unlawful to harass a person 
because of that person’s sex.  The courts have determined that sexual harassment is a form of 
discrimination under Title VII of the U.S. Civil Rights Act of 1964, as amended in 1991.  All 
persons have a right to work in an environment free from sexual harassment.  Sexual 
harassment is unacceptable misconduct which affects individuals of all genders and sexual 
orientations.  It is a policy of this City to prohibit harassment of any person by any municipal 
official, municipal agent, municipal employee or municipal agency or office on the basis of sex 
or gender.  All municipal officials, municipal agents, municipal employees and municipal 
agencies or offices are prohibited from sexually harassing any person, regardless of any 
employment relationship or lack thereof. 
 
 
 22-2-2 DEFINITION OF SEXUAL HARASSMENT.  This policy adopts the definition of 
sexual harassment as stated in the Illinois Human Rights Act, which currently defines sexual 
harassment as: 
 (A)  Any unwelcome sexual advances or requests for sexual favors or any 
conduct of a sexual nature when: 

(1) Submission to such conduct is made either explicitly or implicitly a 
term or condition of an individual’s employment, 

(2) Submission to or rejection of such conduct by an individual is 
used as the basis for employment decisions affecting such 
individual; or 

(3) Such conduct has the purpose or effect of substantially interfering 
with an individual’s work performance or creating an intimidating, 
hostile or offensive working environment. 

 (B)  Conduct which may constitute sexual harassment includes: 
(1) Verbal.  Sexual innuendoes, suggestive comments, insults, 

humor, and jokes about sex, anatomy or gender-specific traits, 
sexual propositions, threats, repeated requests for dates, or 
statements about other employees, even outside their presence, 
of a sexual nature. 

(2) Non-verbal.  Suggestive or insulting sounds (whistling), leering, 
obscene gestures, sexually suggestive bodily gestures, “catcalls”, 
“smacking” or “kissing” noises. 

(3) Visual.  Posters, signs, pin-ups or slogans of a sexual nature, 
viewing pornographic material or websites. 

(4) Physical.  Touching, unwelcome hugging or kissing, pinching, 
brushing the body, any coerced sexual act or actual assault. 

(5) Textual/Electronic.  “Sexting” (electronically sending messages 
with sexual content, including pictures and video), the use of 
sexually explicit language, harassment, cyber stalking or threats 
via all forms of electronic communication (e-mail, text/picture/ 
video messages, intranet/on-line postings, blogs, instant 
messages and social network websites like Facebook and Twitter). 

 (C)  The most severe and overt forms of sexual harassment are easier to 
determine.  On the other end of the spectrum, some sexual harassment is more subtle and 
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depends, to some extent, on individual perception and interpretation.  The courts will assess 
sexual harassment by a standard of what would offend a “reasonable person.” 
 
 
 22-2-3 PROCEDURE FOR REPORTING AN ALLEGATION OF SEXUAL 
HARASSMENT. 
 (A)  An employee who either observes sexual harassment or believes 
herself/himself to be the object of sexual harassment should deal with the incident(s) as 
directly and firmly as possible by clearly communicating his/her position to the offending 
employee, and his/her immediate supervisor.  It is not necessary for sexual harassment to be 
directed at the person making the report. 
 (B)  Any employee may report conduct which is believed to be sexual 
harassment, including the following: 

(1) Electronic/Direct Communication.  If there is sexual 
harassing behavior in the workplace, the harassed employee 
should directly and clearly express his/her objection that the 
conduct is unwelcome and request that the offending behavior 
stop.  The initial message may be verbal.  If subsequent 
messages are needed, they should be put in writing in a note or a 
memo. 

(2) Contact with Supervisory Personnel.  At the same time direct 
communication is undertaken, or in the event the employee feels 
threatened or intimidated by the situation, the problem must be 
promptly reported to the immediate supervisor of the person 
making the report, a department head, a director of human 
resources, an ethics officer, the city manager or administrator, or 
the chief executive officer of the Municipality. 

 The employee experiencing what he or she believes to be sexual 
harassment must not assume that the employer is aware of the 
conduct.  If there are no witnesses and the victim fails to notify a 
supervisor or other responsible officer, the Municipality will not be 
presumed to have knowledge of the harassment. 

(3) Resolution Outside Municipality.  The purpose of this policy is 
to establish prompt, thorough and effective procedures for 
responding to every report and incident so that problems can be 
identified and remedied by the Municipality.  However, all 
municipal employees have the right to contact the Illinois 
Department of Human Rights (IDHR) or the Equal Employment 
Opportunity Commission (EEOC) for information regarding filing a 
formal complaint with those entities.  An IDHR complaint must be 
filed within three hundred (300) days of the alleged 
incident(s) unless it is a continuing offense.  A complaint with the 
EEOC must also be filed within three hundred (300) days. 

 (C)  Documentation of any incident may be submitted with any report (what 
was said or done, the date, the time and the place), including, but not limited to, written 
records such as letters, notes, memos and telephone messages. 
 (D)  All allegations, including anonymous reports, will be accepted and 
investigated regardless of how the matter comes to the attention of the Municipality.  However, 
because of the serious implications of sexual harassment charges and the difficulties associated 
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with their investigation and the questions of credibility involved, the claimant’s willing 
cooperation is a vital component of an effective inquiry and an appropriate outcome. 
 
 
 22-2-4 PROHIBITION ON RETALIATION FOR REPORTING SEXUAL 
HARASSMENT ALLEGATIONS. 
 (A)  No municipal official, municipal agency, municipal employee or municipal 
agency or office shall take any retaliatory action against any municipal employee due to a 
municipal employee’s: 

(1) Disclosure or threatened disclosure of any violation of this policy, 
(2) The provision of information related to or testimony before any 

public body conducting an investigation, hearing or inquiry into 
any violation of this policy, or 

(3) Assistance or participation in a proceeding to enforce the 
provisions of this policy. 

 (B)  For the purposes of this policy, retaliatory action means the reprimand, 
discharge, suspension, demotion, denial of promotion or transfer, or change in the terms or 
conditions of employment of any municipal employee that is taken in retaliation for a municipal 
employee’s involvement in protected activity pursuant to this policy. 
 (C)  No individual making a report will be retaliated against even if a report 
made in good faith is not substantiated.  In addition, any witness will be protected from 
retaliation. 
 (D)  Similar to the prohibition against retaliation contained herein, the State 
Officials and Employees Ethics Act (5 ILCS 430/15-10) provides whistleblower protection 
from retaliatory action such as reprimand, discharge, suspension, demotion, or denial of 
promotion or transfer that occurs in retaliation for an employee who does any of the following: 

(1) Discloses or threatens to disclose to a supervisor or to a public 
body an activity, policy, or practice of any officer, member, State 
agency, or other State employee that the State employee 
reasonably believes is in violation of a law, rule, or regulation; 

(2) Provides information to or testifies before any public body 
conducting an investigation, hearing, or inquiry into any violation 
of a law, rule, or regulation by any officer, member, State agency 
or other State employee; or 

(3) Assists or participates in a proceeding to enforce the provisions of 
the State Officials and Employees Ethics Act. 

 (E)  Pursuant to the Whistleblower Act (740 ILCS 174/15(a)), an employer 
may not retaliate against an employee who discloses information in a court, an administrative 
hearing, or before a legislative commission or committee, or in any other proceeding, where the 
employee has reasonable cause to believe that the information discloses a violation of a State 
or federal law, rule, or regulation.  In addition, an employer may not retaliate against an 
employee for disclosing information to a government or law enforcement agency, where the 
employee has reasonable cause to believe that the information discloses a violation of a State 
or federal law, rule, or regulation.  (740 ILCS 174/15(b)). 
 (F)  According to the Illinois Human Rights Act (775 ILCS 5/6-101), it is a 
civil rights violation for a person, or for two or more people to conspire, to retaliate against a 
person because he/she has opposed that which he/she reasonably and in good faith believes to 
be sexual harassment in employment, because he/she has made a charge, filed a complaint, 
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testified, assisted, or participated in an investigation, proceeding, or hearing under the Illinois 
Human Rights Act. 
 (G)  An employee who is suddenly transferred to a lower paying job or passed 
over for a promotion after filing a complaint with IDHR or EEOC, may file a retaliation charge – 
either due within three hundred (300) days of the alleged retaliation. 
 
 
 22-2-5 CONSEQUENCES OF A VIOLATION OF THE PROHIBITION ON SEXUAL 
HARASSMENT.  In addition to any and all other discipline that may be applicable pursuant to 
municipal policies, employment agreements, procedures, employee handbooks and/or collective 
bargaining agreement, any person who violates this policy or the Prohibition on Sexual 
Harassment contained in 5 ILCS 430/5-65, may be subject to a fine of up to Seven 
Hundred Fifty Dollars ($750.00) per offense, applicable discipline or discharge by the 
Municipality and any applicable fines and penalties established pursuant to local ordinance, 
State law or Federal law.  Each violation may constitute a separate offense.  Any discipline 
imposed by the Municipality shall be separate and distinct from any penalty imposed by an 
ethics commission and any fines or penalties imposed by a court of law or a State or Federal 
agency. 
 
 
 22-2-6 CONSEQUENCES FOR KNOWINGLY MAKING A FALSE REPORT.  A false 
report is a report of sexual harassment made by an accuser using the sexual harassment report 
to accomplish some end other than stopping sexual harassment or retaliation for reporting 
sexual harassment.  A false report is not a report made in good faith which cannot be proven.  
Given the seriousness of the consequences for the accused, a false or frivolous report is a 
severe offense that can itself result in disciplinary action.  Any person who intentionally makes a 
false report alleging a violation of any provision of this policy shall be subject to discipline or 
discharge pursuant to applicable municipal policies, employment agreements, procedures, 
employee handbooks and/or collective bargaining agreements. 
 In addition, any person who intentionally makes a false report alleging a violation of any 
provision of the State Officials and Employees Ethics Act to an ethics commission, an inspector 
general, the State Police, a State’s Attorney, the Attorney General, or any other law 
enforcement official is guilty of a Class A misdemeanor.  An ethics commission may levy an 
administrative fine of up to Seven Hundred Fifty Dollars ($750.00) against any person 
who intentionally makes a false, frivolous or bad faith allegation. 
 

(Ord. No. 18-21; 11-13-18) 
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ARTICLE III – INVESTMENT POLICY 
 
 

 22-3-1  POLICY.  It is the policy of the City to invest public funds in a manner which will 
provide the highest investment return with the maximum security while meeting the daily cash flow 
demands of the City and conforming to all Illinois statutes governing the investment of public funds. 
 
 
 22-3-2  SCOPE.  This investment policy applies to all financial assets and investment 
activities of the City.  All financial assets of any funds under the control of the City shall be administered 
in accordance with the provisions of this policy, unless specifically exempted by the City Council.  Funds 
received from the Last Will & Testament of Ms. Titus-Sintel shall be subject to the provisions of this policy 
separate from those that apply to operating funds and other reserve funds.  Provisions for each are 
itemized separately within each subsection. 
 Except for cash in certain restricted and special funds, the City will consolidate and reserve 
balances from all funds to maximize investment earnings and to increase efficiencies with regard to 
investment pricing, safekeeping and administration.  Investment income will be allocated to the various 
funds based on the respective participation and in accordance with generally accepted accounting 
principles. 
 
 
 22-3-3  PRUDENCE.  Investments shall be made with judgment and care – under 
circumstances then prevailing – which persons of prudence, discretion and intelligence exercise in the 
management of their own affairs, not for speculation, but for investment, considering the probable safety 
of their capital as well as the probable income to be derived. 
 The standard of prudence to be used by investment officials shall be the “prudent person” and/or 
“prudent investor” standard and shall be applied in the context of managing an overall portfolio.  
Investment officers acting in accordance with written procedures and the investment policy and exercising 
due diligence shall be relieved of personal responsibility for an individual security’s credit risk or market 
price changes, provided deviations from expectations are reported in a timely fashion and appropriate 
action is taken to control adverse developments. 
 
 
 22-3-4  OBJECTIVE.  The primary objectives, in priority order, of the City’s investment 
activities shall be: 
 (A)  Safety.  Safety of principal is the foremost objective of the investment program.  
Investments of the city shall be undertaken in a manner that seeks to ensure the preservation of capital 
in the overall portfolio.  To attain this objective, the City will mitigate credit risk and interest rate risk by 
the following: 

(1) Credit Risk.  The City will minimize credit risk, which is the risk of loss 
due to the failure of the security issuer or backer, by: 
(a) Limiting investment to the types of securities listed in Section 

22-3-8 of this Article. 
(b) Pre-qualifying the financial institutions, brokers/dealers, 

intermediaries, and adviser with which the City will do business 
in accordance with Section 22-3-7. 

(c) Diversifying the investment portfolio so that the impact of 
potential losses from any one type of security or from any one 
individual issuer will be minimized (See Section 22-3-12). 

(2) Interest Rate Risk.  The city will minimize interest rate risk, which is 
the risk that the marker values of securities in the portfolio fall due to 
changes in market interest rates, by: 
(a) Structuring the investment portfolio so that securities mature to 

meet cash requirements for ongoing operations, thereby 
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avoiding the need to sell securities on the open market prior to 
maturity. 

(b) Investing operating funds primarily in shorter-term securities, 
money market mutual funds, or similar investment pools and 
limiting the average maturity of the portfolio in accordance with 
Section 22-3-13 of this Article. 

 (B)  Liquidity.  The City’s investment portfolio will remain sufficiently liquid to enable 
the City to meet all operating requirements, which might be reasonably anticipated.  A portion of the 
portfolio may be placed in money market mutual funds or local government investment pools which offer 
same day liquidity for short-term funds. 
 (C)  Return on Investments.  The City’s investment portfolio shall be designed with 
the objective of attaining a benchmark rate of return as noted in Section 22-3-15 throughout budgetary 
and economic cycles, commensurate with the City’s investment risk constraints and the cash flow 
characteristics of the portfolio.  Return on investment is of secondary importance compared to the safety 
and liquidity objectives described above.  The core of investments is limited to relatively low risk securities 
in anticipation of earning a fair return relative to the risk being assumed.  Securities shall generally be 
held until maturity with the following exceptions: 

(1) A security with declining credit may be sold early to minimize loss of 
principal. 

(2) A security swap would improve the quality, yield or target duration of the 
portfolio. 

(3) Liquidity needs of the portfolio require that the security be sold. 
 
 
 22-3-5  DELEGATION OF AUTHORITY.  Authority to manage the City’s investment 
program is derived from the ordinances of the City and the statutes of the State of Illinois.  Unless 
otherwise specifically stated in the ordinances of the City or the statutes of the State of Illinois, 
management responsibility for the investment program is hereby delegated to the Commissioner of the 
Department of Accounts and Finances and the City Treasurer as detailed in the City Code Section 1-2-
16 who shall be responsible for all transactions undertaken and shall establish a system of controls to 
regulate the activities of subordinate officials, and their procedures. 
 (A)  Investment Procedures.  The Treasurer for the City shall establish written 
investment policy procedures for the operation of the investment program consistent with this policy.  The 
procedures should include reference to safekeeping, delivery vs. payment, investment accounting, PSA 
repurchase agreements, wire transfer agreements, banking service contracts and collateral/depository 
agreements.  Such procedures shall include explicit delegation of authority to persons responsible for 
investment transactions.  No person may engage in an investment transaction except as provided under 
the terms of this policy and the procedures established by the Treasurer. 
 
 
 22-3-6  ETHICS AND CONFLICTS OF INTEREST.  Officers and employees involved in 
the investment process shall refrain from personal business activity that could conflict with proper 
execution of the investment program, or which could impair their ability to make impartial investment 
decisions.  Employees and investment officials shall disclose to the Commissioner of the Department of 
Accounts and Finances, the Mayor, and Treasurer any material financial interests in financial institutions 
that conduct business within their jurisdiction, and they shall further disclose any large personal 
financial/investment positions that could be related to the performance of the City. 
 
 
 22-3-7  AUTHORIZED FINANCIAL DEALERS AND INSTITUTIONS.  The Treasurer 
will maintain a list of financial institutions authorized to provide investment services.  Financial institutions 
may include depositories, investment advisors, broker/dealers, and local government investment pools as 
authorized by this Policy.  No public deposit shall be made except in a qualified public depository as 
established by state statutes.  All financial institutions and broker/dealers who desire to become qualified 
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bidders for investment transactions must supply the Treasurer with certification of having read and 
understood this Policy, agree to comply with this Policy, and ensure all investments proposed for purchase 
will conform to this Policy and applicable State statutes.  Selection of financial institutions authorized to 
engage in transactions with the City shall be at the sole discretion of the City.  Financial institutions will 
be selected based on financial condition, proper registration, level of service, experience with Illinois 
municipalities, and competitive pricing. 
 All financial institutions who desire to become designated depositories shall be insured by the 
Federal Deposit Insurance Corporation (FDIC).  All broker/dealers shall be insured by the Securities 
Investor Protection Corporation (SIPC).  Any financial institution who desires to become a designated 
depository or designated broker/dealer must supply the following (as appropriate): 

• Audited financial statements demonstrating compliance with state and federal adequacy 
guidelines. 

• Proof of National Association of Security Dealers certification. 
• Trading resolution. 
• Proof of State of Illinois registration. 
• Completed broker/dealer questionnaire. 
• Certification of having read City’s investment policy. 

 All investment advisors shall be registered under the Investment Advisors Act of 1940.  All 
financial institutions who desire to become designated investment advisors must supply the following (as 
appropriate): 

• Audited financial statements demonstrating compliance with state and federal adequacy 
guidelines. 

• Securities and Exchange Commission (SEC) Form ADV – Parts 1 and 2. 
• Proof of State of Illinois registration. 
• Certification of having read City’s investment policy. 

 An annual review of the financial condition and registrations of qualified bidders will be conducted 
by the Treasurer.  A current audited financial statement is required to be on file for each financial 
institution and broker/dealer in which the City invests. 
 Every attempt will be made to invest City funds locally provided local institutions are price 
competitive with respect to rates or return on comparable investment products. 
 
 
 22-3-8  AUTHORIZED AND SUITABLE INVESTMENTS.  From the governing body 
perspective, special care must be taken to ensure that the list of instruments includes only those allowed 
by law and those that local investment managers are trained and competent to handle. 
 (A)  The City may invest in any type of security allowed for in Illinois Statutes, 
including, but not limited to the Public Funds Investment Act (30 ILCS 235/), regarding the investment 
of public funds.  Approved investments include, but are not necessarily limited to: 

(1) Bonds, notes, certificates of indebtedness, treasury bills, or other 
securities, including obligations of the government National Mortgage 
Association which are guaranteed as to principal by the full faith and 
credit of the government of the United States of America. 

(2) Interest bearing savings accounts, interest bearing certificates of deposit 
or interest-bearing time deposits or any other investment constituting 
direct obligations of any institution as defined by the Illinois Banking Act 
that is insured by the Federal Deposit Insurance Corporation. 

(3) Illinois Public Treasurer’s Investment Pool, the Illinois Funds, Prime Fund 
and Money Market Fund. 

(4) Illinois Metropolitan Investment Fund, including the 1-3 Year Fund and 
Convenience Fund. 

(5) IntraFi Network Deposits as offered by approved financial institutions. 
 (B)  Titus Fund Investments.  In addition to the above list of approved 
investments, designated Titus Fund investments be placed in the following: 
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(1) Short-term obligations of corporations organized in the United States 
with assets exceeding Five Hundred Thousand Dollars 
($500,000.00) if (i) such obligations are rated at the time of purchase 
at one of the three highest classifications established by at least two (2) 
standard rating services and which mature not later than one hundred 
eighty (180) days for the date of purchase, (ii) such purchases do not 
exceed ten percent (10%) of the corporation’s outstanding obligations 
and (iii) no more than twenty-five percent (25%) of the City’s Titus 
Funds may be invested in short-term obligations of corporations; 

(2) Short-term discount obligations of the Federal National Mortgage 
Association (FNMA) or I shares of other forms of securities or other 
allowable investments legally issued by savings and loan associations 
incorporated under the laws of this state or any other state or under the 
laws of the United States.  Investments may be made online in those 
savings and loan associations of which the shares or investment 
certificates are insured by the Federal Deposit Insurance Corporations 
(FDIC). 

(3) Interest-bearing bonds of any county, township, city, village, 
incorporated town, municipal corporation, or school district, of the State 
of Illinois, of any other state, or of any political subdivision or agency of 
the State of Illinois or of any other state.  The bonds shall be registered 
in the name of the municipality or held under a custodial agreement at a 
bank.  The bonds shall be rated at the time of purchase within the four 
(4) highest general classifications established by a rating service of 
nationally recognized expertise in rating bonds of states and their 
political subdivisions. 

 (C)  Master Repurchase Agreement.  If repurchase agreements are legal and 
authorized by policy, a Master Repurchase Agreement must be signed with the bank or dealer. 
 
 
 22-3-9  INVESTMENT POOLS/FUNDS.  A thorough investigation of the pool/fund is 
required prior to investing, and on a continual basis.  There shall be a questionnaire developed which will 
answer the following general questions: 
 (A)  A description of eligible investment securities, and a written statement of 
investment policy and objectives. 
 (B)  A description of interest calculations and how it is distributed, and how gains and 
losses are treated. 
 (C)  A description of how the securities is safeguarded (including the settlement 
processes), and how often the securities are priced, and the program audited. 
 (D)  A description of who may invest in the program, how often, and what size 
deposit and withdrawal are allowed. 
 (E)  A schedule for receiving statements and portfolio listings. 
 (F)  Are reserves, retained earnings, etc. utilized by the pool/fund? 
 (G)  A fee schedule, and when and how it is assessed. 
 (H)  Is the pool/fund eligible for bond proceeds and/or will it accept such proceeds? 
 
 
 22-3-10 COLLATERALIZATION.  The City shall require that all funds on deposit in 
banks in excess of FDIC limits are secured by some form of collateral.  Direct investments guaranteed by 
the United States, or an agency of the United States do not require collateral. 
 The City shall enter into a collateral agreement with any financial institution in which public funds 
are invested or deposited.  This agreement shall be a three-party agreement between the City, the bank 
depository and the designated Custodian of the Securities; this agreement shall outline the types of 
assets that may be pledged as collateral, the amount of collateral required and the placement 
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procedures.  The governing board of the financial institution, acting as depository, must further pass a 
resolution authorizing the officers of the institution to pledge securities as required by this policy.  The 
City Treasurer must maintain a copy of this resolution in safekeeping and available for inspection. 
 The City shall accept any of the following securities as collateral: 
 (A)  Negotiable obligations of the United States Government. 
 (B)  Negotiable obligations of any agency or instrumentality of the United States 
Government guaranteed by the full faith and credit of the United States Government. 
 The amount of collateral provided will not be less than one hundred three percent (103%) of 
the fair market value of the net amount of public funds secured.  The ratio of fair market value of 
collateral to the amount of funds secured will be reviewed monthly, and additional collateral will be 
required when the ratio declines below the level required and collateral will be released if the fair market 
value exceeds the required level.  Pledged collateral will be held by the City or in safekeeping agreement.  
The collateral agreement will preclude the release of the pledged assets without the authorizing signature 
of the City Treasurer, but the agreement may allow for an exchange of collateral of like value. 
 The City may relax the requirements of this Collateralization section in application over the Titus 
Fund Investments if doing so is in compliance with Illinois statutes, including, but not limited to the Public 
Funds Investment Act (30 ILCS 235/) so long as there is a specific majority vote by the City Council. 
 
 
 22-3-11 SAFEKEEPING AND CUSTODY.  All security transactions, including collateral 
for repurchase agreements, entered into by the City shall be conducted on a delivery-versus-payment 
(DVP) basis.  Securities will be held by a third-party custodian designated by the Treasurer and evidenced 
by safekeeping receipts in the City’s name.  The safekeeping institution shall annually provide a copy of 
their most recent report on internal controls Statement on Auditing Standards No. 70, or SAS 70. 
 Internal Controls.  The Treasurer is responsible for establishing and maintaining an internal 
control structure designed to ensure that the assets of the City are protected from loss, theft or misuse.  
Details on the internal controls system shall be documented in an investment procedure manual and shall 
be reviewed and updated annually.  The internal control structure shall be designed to provide reasonable 
assurance that these objectives are met.  The concept of reasonable assurance recognizes that (1) the 
cost of a control should not exceed the benefits likely to be derived and (2) the valuation of costs and 
benefits requires estimates and judgments by management. 
 The internal controls structure shall address the following points: 

• Control of collusion 
• Separation of transaction authority from accounting and recordkeeping 
• Custodial safekeeping 
• Avoidance of physical delivery securities 
• Clear delegation of authority to subordinate staff members 
• Written confirmation of transactions for investment and wire transfers 
• Dual authorization of wire transfers 
• Development of a wire transfer agreement with the lead bank third-party custodian 

 Accordingly, the Treasurer shall establish a process for annual independent review by an external 
auditor to assure compliance with policies and procedures. 
 
 
 22-3-12 DIVERSIFICATION.  The City will diversify its investments by security type and 
institution in order to reduce portfolio risk and risk of default while attaining benchmark average rate of 
return on.  Investments shall be diversified by: 

• Limiting investments to avoid over-concentration in securities from a specific issuer 
• Investing in securities with varying maturities 
• Investing a portion of the Portfolio in readily available funds such as bank cash management 

accounts, money ,market funds, Illinois Funds, or IMET Convenience Fund to ensure liquidity is 
maintained to meet ongoing obligations 
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 With the exception of U.S. Treasury securities and authorized pools, no more than fifty percent 
(50%) of the City’s total investment portfolio will be invested in a single security type and no more than 
fifty percent (50%) with a single financial institution.  The diversification matrix below provides 
guidance on how investment maximums should be applied to the investments made by the City: 
 

 Instrument Security Type Issuer Maturity 
 Description Maximum Maximum Maximum   
 
 U.S. Treasuries 100% 100% 5 years   
 U.S. Agencies & 
 Instrumentalities 100% 25% 5 years   
 CD’s Non-negotiable 50% 15% 3 years   
 CD’s Negotiable 50% 15% 3 years   
 Commercial Paper 50% 10% 270 days   
 Municipal Bonds 50% 10% 5 years   
 Overnight Deposits 50% 50% 1 day   
 Mutual Funds 50% 10% 3 year avg life  

 
 
 22-3-13 MAXIMUM MATURITIES.  To the extent possible, the City will attempt to 
match its investments with anticipated cash flow requirements.  Unless matched to a specific cash flow, 
the City will not directly invest in securities maturing more than three (3) years from the date of 
purchase.  However, the City may collateralize its repurchase agreements using longer-dated investments 
not to exceed five (5) years to maturity.  Reserve funds and those designated as Titus Funds may be 
invested in securities exceeding five (5) years if the maturity of such investments is made to coincide as 
nearly as practicable with the expected use of the funds. 
 Because of inherent difficulties in accurately forecasting cash flow requirements, a portion of the 
portfolio should be continuously invested in readily available funds such as LGIPs, money market funds, or 
overnight repurchase agreements to ensure the appropriate liquidity is maintained to meet ongoing 
obligations. 
 
 
 22-3-14 PERFORMANCE STANDARDS.  The investment portfolio shall be designed with 
the objective of obtaining a rate of return throughout budgetary and economic cycles, commensurate 
with the investment risk constraints and the cash flow needs.  Portfolio performance should be compared 
to appropriate benchmarks on a regular basis.  The benchmarks shall be reflective of the actual securities 
being purchased and risks undertaken, and then benchmark shall have similar weighted average as the 
portfolio. 
 The City’s investment strategy is passive, which means securities are intended to be held to 
maturity.  Given this strategy, the investment portfolio of the City shall be designed with the general 
objective of regularly exceeding the average return of the 90-day U.S. Treasury Bill.  The basis used for 
Titus Funds investments shall be a market yield that generates a return sufficient to meet expected use of 
the funds annually. 
 
 
 22-3-15 REPORTING.  The Treasurer shall provide the Mayor, Commissioners, and City 
Clerk quarterly investment reports which provide a clear picture of the status of the current investment 
portfolio.  This management summary will be prepared in a manner which will allow the City to ascertain 
whether investment activities during the reporting period have conformed to the investment policy.  
Schedules in the quarterly report should include the following: 
 (A)  A listing of individual securities held at the end of the reporting period by 
authorized investment category. 
 (B)  Average life and final maturity of all investments listed. 
 (C)  Coupon, discount or earnings rate. 
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 (D)  Par value, Amortized Book Value and Market Value. 
 (E)  Percentage of the Portfolio represented by each investment category. 
 
 
 22-3-16 INVESTMENT POLICY ADOPTION.  The City’s investment policy shall be 
adopted by ordinance of the City’s legislative authority.  The policy shall be reviewed at least annually by 
the Commissioner of the Department of Accounts and Finances and any modifications made thereto must 
be approved by the City Council. 
 

(Ord. No. 22-13; 05-23-21) 
 

 


